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About me
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About me (for real)
● PhD from ETH Zurich on web tracking compliance

○ Cookies
○ Emails
○ New tracking technologies

● About to start as a researcher in tracking detecting company Vault JS
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Outline slide: Motivation
How much online activity are people engaged in?

Size of online marketing industry
martech data (how it grows)?
total revenue?

Examples of deanonymization (dog joke?)
dating apps selling info
TODO: watch last week tonight on data brokers
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Motivation
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Motivation

7



Motivation
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Marketing industry

9
https://chiefmartec.com



Marketing industry

10
https://chiefmartec.com
[1] https://www.iab.com/wp-content/uploads/2023/04/IAB_PwC_Internet_Advertising_Revenue_Report_2022.pdf

“In 2022, the digital advertising industry [.. the] 
ad revenues [.. were] over $200 billion” [1]



“I don't care, I do not interact with ads”
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Motivation
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It’s the Internet! Of course they know you’re a dog. They also know your favorite brand 
of pet food and the name of the cute poodle at the park that you have a crush on!



Goals of this lecture
● Understand the technology (how are user profiles built):

You are the experts - you should help spread the word, help your peers
○ Stateful and stateless tracking

● Give you examples of tracking industry's power, jutifying PETs
● Utility-privacy tradeoffs in online technologies

13



Web stack
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Explain web stack
HTML, CSS, JavaScript

Web servers were meant to be stateless

To keep state, there are multiple technologies to identify user
Cookies - basic technology, over 80-90% [cite Roesner, 2] of websites use 

them for tracking
Other storages: localStorage, sessionStorage, IndexedDB, Cache API

Lot of JS magic: local variables, data attached to DOM, listeners
For syncing: requests parameters, redirects
Browser fingerprint
CNAME cloaking
Form sniffing for email addresses and similar identifiers

15



Web technologies (reminder)

HTTP: HyperText Transfer Protocol

16
Computer by ratubilqis1986 from Noun Project (CC BY 3.0); Server by Ricons from Noun Project (CC BY 3.0)

GET https://karelkubicek.github.io/

HTML, CSS, JavaScript, icons, images, fonts

HTML: HyperText Markup Language
CSS: Cascading Style Sheets
JavaScript: Logic and interaction
DOM: Document Object Model - 
  the result of interpreting page code
  modifiable by JavaScript



DevTools in browser

17



DevTools in browser

18



Demo
Goals:

● Show different parts of DevTools
● Touch DOM using console
● Show how many third parties are used (from CMP to ads)
● Show various storages, slide for it later

19



HTTP (slide supplements live demo)
Protocol for requesting and serving
  (typically) web resources

Browser - server communication

Two types of requests:

● GET requests:
○ The majority of requests are GET, invoked by almost everything (images, source files, fonts, 

typically also trackers)
○ Attributes in URL attributes: http://example.com?atr=val&id=123

● POST requests:
○ Invoked by <form> submission, attributes hidden in body

20



HTML (slide supplements live demo)
Markup language:

● Describes page content and structure
● Invokes loads of other media

Visuals are complemented by CSS

Logic is complemented by JavaScript

21



JavaScript (slide supplements live demo)
Programming language:

● Defines logic of website, interactions
● Can make requests or observe them

Powerful, can read and manipulate:

● DOM (how is website rendered)
● Browser storages, API, properties
● Watch almost any event

(mouse movement, typing, network communication, etc.)

22



HTTP request chains and parameters

By analyzing the third party trees, we found that the median depth 
of such trees is one (max eight) [.. and] especially ad networks 
result in longer tree branches, and that only 7 % of all visited 
websites never embedded a third party that might pose possible 
legal problems. [1]

23
Visual on the left: https://baycloud.com/ (scan of tesco.com)
Urban, T., Degeling, M., Holz, T., & Pohlmann, N. (2020, April). Beyond the front page: Measuring third party dynamics in the field. In Proceedings of the web conference 2020.



Browser storages

HTTP is stateless, and servers were meant to be as well
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Browser storages
HTTP is stateless, and servers were meant to be as well

● Cookies
● Other storages: localStorage, sessionStorage, IndexedDB, Cache API, 

Lot of JS magic: local variables, data attached to DOM, listeners
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Cookies
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Cookies

● Key-value pairs (variables)
● 80-90% websites track using cookies 

([1] and [2] in 2012 and 2020, resp.)
I.e., all top 1k websites track you, 
maybe with exception of nitter.com

● Set by request or JavaScript and sent 
to website with every request matching 
domain

27
[1] Roesner, Franziska, Tadayoshi Kohno, and David Wetherall. "Detecting and defending against third-party tracking on the web." 9th USENIX Symposium on Networked Systems Design and Implementation (NSDI 12). 2012.
[2] Solomos, Konstantinos, et al. "Clash of the trackers: measuring the evolution of the online tracking ecosystem." Network Traffic Measurement and Analysis Conference (TMA) (2020)



Cookies

○ Domain + Path: access control mechanism
■ First party: website itself, but also <script src="tracker.com">
■ Third party: <iframe src="tracker.com">

○ Expiry: cookie removal time, either a timestamp or when the tab is closed = Session
○ HttpOnly: forbid read/write by JavaScript ("requestOnly")
○ Secure: can be sent to server only using HTTPS
○ SameSite:

■ Strict: sent only to request with matching domain
■ Lax: as Strict with exception of sharing to the next one site by user (affiliation links), default
■ None: sent everywhere, requires Secure

28



TODO Example cookies
Prepare example cookies:

● Login (first party)
● SSO
● First-party analytics
● Third-party tracker
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Cookies exfiltration
“In total, we found that 97.72% of the websites have first-party 
cookies that are set by third-party JavaScript, and that on 
57.66% of these websites there is at least one such cookie that 
contains a unique user identifier that is diffused to multiple third 
parties. Our results highlight the privacy-intrusive capabilities of 
first-party cookies” [1]

“Analyzing the browsing histories of 100 volunteers. They 
found, on average, 60 cookies are synced when a user visits 40 
sites. Facebook (facebook.com) and AppNexus (adnxs.com) 
synced their cookies for 91% of the volunteers.” [2]

“They found that 78% of the top 200 websites include 3rd-party 
scripts which synchronize cookies with at least one other party. 
These 3rd-party scripts can reconstruct 62-73% of a user’s 
browsing history.” [3]

“They found that 97% of regular web users are exposed to 
cookie syncing. UserIDs get leaked, on average, to 3.5 different 
domains. The use of Cookie syncing increases the number of 
domains that track the user by a factor of 6.75.” [4]

30[1] Chen, Q., Ilia, P., Polychronakis, M., & Kapravelos, A. (2021, April). Cookie swap party: Abusing first-party cookies for web tracking. In Proceedings of the Web Conference 2021 (WWW).
[2] Olejnik, L., Minh-Dung, T., & Castelluccia, C. (2013). Selling off privacy at auction. In Proceedings of the 2013 Network and Distributed System Security Symposium (NDSS).
[3] Englehardt, S., & Narayanan, A. (2016, October). Online tracking: A 1-million-site measurement and analysis. In Proceedings of the 2016 ACM Conference on Computer and Communications Security (CCS).
[4] Papadopoulos, P., Kourtellis, N., & Markatos, E. (2019, May). Cookie synchronization: Everything you always wanted to know but were afraid to ask. In The World Wide Web Conference (WWW).

GET uplus.co.kr

<html>
  <script src="https://www.google-analytics.com/a.js">
    document.cookie="_ga:=GA1.2.1687927199.1594842303";
  </script>
  <script src="https://adobedtm.com/satelliteLib.js">
    gaValue = document.cookie['_ga'];
    var xhr = new XMLHttpRequest();
    xhr.open("POST", "https://demdex.net/", true);
    xhr.send("c_gacid=gaValue"); // sent in POST body
  </script>
</html>

GET https://www.google-analytics.com

GET https://assets.adobedtm.com

POST https://demdex.net

_ga:=GA1.2.1687927199.1594842303



Cookies exfiltration (without animation)
“In total, we found that 97.72% of the websites have first-party 
cookies that are set by third-party JavaScript, and that on 
57.66% of these websites there is at least one such cookie that 
contains a unique user identifier that is diffused to multiple third 
parties. Our results highlight the privacy-intrusive capabilities of 
first-party cookies” [1]

“Analyzing the browsing histories of 100 volunteers. They 
found, on average, 60 cookies are synced when a user visits 40 
sites. Facebook (facebook.com) and AppNexus (adnxs.com) 
synced their cookies for 91% of the volunteers.” [2]

“They found that 78% of the top 200 websites include 3rd-party 
scripts which synchronize cookies with at least one other party. 
These 3rd-party scripts can reconstruct 62-73% of a user’s 
browsing history.” [3]

“They found that 97% of regular web users are exposed to 
cookie syncing. UserIDs get leaked, on average, to 3.5 different 
domains. The use of Cookie syncing increases the number of 
domains that track the user by a factor of 6.75.” [4]

31[1] Chen, Q., Ilia, P., Polychronakis, M., & Kapravelos, A. (2021, April). Cookie swap party: Abusing first-party cookies for web tracking. In Proceedings of the Web Conference 2021 (WWW).
[2] Olejnik, L., Minh-Dung, T., & Castelluccia, C. (2013). Selling off privacy at auction. In Proceedings of the 2013 Network and Distributed System Security Symposium (NDSS).
[3] Englehardt, S., & Narayanan, A. (2016, October). Online tracking: A 1-million-site measurement and analysis. In Proceedings of the 2016 ACM Conference on Computer and Communications Security (CCS).
[4] Papadopoulos, P., Kourtellis, N., & Markatos, E. (2019, May). Cookie synchronization: Everything you always wanted to know but were afraid to ask. In The World Wide Web Conference (WWW).

GET uplus.co.kr

<html>
  <script src="https://www.google-analytics.com/a.js">
    document.cookie="_ga:=GA1.2.1687927199.1594842303";
  </script>
  <script src="https://adobedtm.com/satelliteLib.js">
    gaValue = document.cookie['_ga'];
    var xhr = new XMLHttpRequest();
    xhr.open("POST", "https://demdex.net/", true);
    xhr.send("c_gacid=gaValue"); // sent in POST body
  </script>
</html>

GET https://www.google-analytics.com

GET https://assets.adobedtm.com

POST https://demdex.net

_ga:=GA1.2.1687927199.1594842303



Other storages

Also in JavaScript (not persistent):

● local variables
● data attached to DOM
● listeners

32

Description 3P Access Allowed? Partitioned in 3P Context? Persistent?

JS-accessible storage, persistent until cleared, per 
origin

❌ (only with Storage Access 
API)

✅ (partitioned in 3P iframe)
✅ (if 1P; 3P only if 
allowed)

Same as Local Storage, but only until tab is closed ❌ (no 3P access) ✅ (partitioned)
❌ (cleared on tab 
close)

Storage API for Chrome extensions (isolated from 
websites)

❌ (only for extensions) 🚫 (not web-accessible) ✅

Structured, database-like storage in the browser, 
large capacity

❌ (needs Storage Access 
API)

✅ (partitioned in 3P iframe) ✅

Key-value pairs, sent with HTTP requests if 
domain/path match

✅ (only in Chrome)
✅ (with Storage Partitioning / 
SameSite)

✅ (until expiration)

New privacy-preserving credentials API
✅ (but under strict 
conditions)

✅ (scoped per top-level 
origin)

⏳ (used once then 
discarded)

Storage for Chrome's Privacy Sandbox (FLEDGE) — 
stores ad interest groups locally

✅ (but browser-managed, no 
direct access)

✅ (per top-level site)
✅ (until expiry or user 
clears data)

Privacy-preserving small key-value storage for ad 
tech experiments (also part of Privacy Sandbox)

✅ (inside iframe via API) ✅ (partitioned by top site) ✅

For Service Workers, stores request/response pairs 
to serve offline or speed up

✅ (via Service Worker, 3P 
iframe possible)

✅ (partitioned by Service 
Worker scope)

✅

API allowing partitioned/quota-managed storage 
per "bucket" under an origin

✅ (new API, under Storage 
Access)

✅ (per origin) ✅



Stateless tracking

After you remove your cookies

33



Network stack tracking
● IPv4: 2^32 ~ 4B addresses

○ You might be hidden behind NAT
● IPv6: 2^128 ~ 42 decimal digits

○ Every device unique

34
Image sources: https://en.wikipedia.org/wiki/Internet_protocol_suite and https://www.keycdn.com/blog/tls-1-3-support 

Source IP address

● TCP/UDP session
● TLS session key

UDP session

TLS session key

● Internet devices are identifiable by 
design, it is up to server to honor it

○ Ex: Google Analytics IP masking
○ Network stack is heavily used for tracking

TLS 1.3 no handshake resumed connection 

Preshared 
key

Preshared 
key

https://en.wikipedia.org/wiki/Internet_protocol_suite
https://www.keycdn.com/blog/tls-1-3-support


Browser fingerprinting

35

❖ Problem: different devices might support different features
➢ Website want to know how to serve you the right content
➢ E.g., Windows→executable in .exe, while on Linux→ .deb/.rpm
➢ Screen resolution for the right size of content
➢ Preferred content language
➢ Audio-video codecs

❖ Usefulness today is questionable



Browser fingerprinting
Online testing tools: https://coveryourtracks.eff.org or https://amiunique.org (used here)

36

https://coveryourtracks.eff.org
https://amiunique.org


Demo of Am I Unique?
Explain:

● HTTP headers attributes
● JS attributes

○ Fonts
○ Canvas
○ WebGL
○ Hardware
○ Browser API permissions

37



Browser fingerprinting prevalence
“Overall, we find that more than 10.18% 
of top-100K websites deploy 
fingerprinting.” [1]

“We found 1,425 cookies respawned 
using at least one of the studied 
[browser fingerprinting] features. These 
cookies were respawned in 1,150 
websites that represent 3.83% of the 
visited websites.” [2]

38
[1] Iqbal, U., Englehardt, S., & Shafiq, Z. (2021, May). Fingerprinting the fingerprinters: Learning to detect browser fingerprinting behaviors. In 2021 IEEE Symposium on Security and Privacy.
[2] Fouad, I., Santos, C., Legout, A., & Bielova, N. (2022). My Cookie is a phoenix: Detection, measurement, and lawfulness of cookie respawning with browser fingerprinting. In PETS 2022 Privacy Enhancing Technologies Symposium.



Privacy-utility trade-off of fingerprinting
Fingerprinting is useful in several scenarios:

● Fraud detection in banking software (against hijacked sessions)
● Bot detection
● Authentication: frictionless authentication or "silent second factor"

○ Google login: if fingerprint is known - no 2FA required

39
[1] Senol, A., Ukani, A., Cutler, D., & Bilogrevic, I. (2024). The double edged sword: identifying authentication pages and their fingerprinting behavior. In ACM Web Conference 2024.

“It is also possible for websites to use 
fingerprinting for both anti-fraud and 
advertising [..] simultaneously. For 
instance, a widely used third-party script 
on 7% of authentication pages is from [..] 
sift.com and siftscience.com; these are 
associated with a single fraud prevention 
company [17]. However, [..] we noticed 
that the users’ fingerprints were sent to 
hexagon-analytics.com, which is 
controlled by the analytics company 
Hexagon Data [15]” [1]



User activity tracking
● JS event handler to monitor user mouse movements, clicking, and more
● “Watch recordings of your visitors’ sessions. Discover how they browse as if 

you're looking over their shoulder!” (clicktale.com)

40



Keystroke and form exfiltration
● JS event handler to get user keystrokes

41
[1] Senol, A., Acar, G., Humbert, M., & Borgesius, F. Z. (2022). Leaky forms: A study of email and password exfiltration before form submission. In 31st USENIX Security Symposium.



42
[1] Senol, A., Acar, G., Humbert, M., & Borgesius, F. Z. (2022). Leaky forms: A study of email and password exfiltration before form submission. In 31st USENIX Security Symposium.

http://www.youtube.com/watch?v=lYrcnQ2lVO4&t=365


Keystroke and form exfiltration
● JS event handler to get user keystrokes
● Extracting whole form inputs
● Email address or phone number is unique identifier spanning across devices
● Password managers autofill upon request

○ But nevertheless, when you want to login, third-parties can exfiltrate your email
■ Protection: email relay services (Apple Private Relay, Firefox Relay, DuckDuckGo Email Protection, etc.)

○ The same with SSOs, they also leak your birthdate and similar information via "scopes" [2]

43
[1] Senol, A., Acar, G., Humbert, M., & Borgesius, F. Z. (2022). Leaky forms: A study of email and password exfiltration before form submission. In 31st USENIX Security Symposium.
[2] Dimova, Y., Van Goethem, T., & Joosen, W. (2023). Everybody's Looking for SSOmething: A large-scale evaluation on the privacy of OAuth authentication on the web. PETS Proceedings.



History sniffing
● Checking link color
● CSS :visited property
● Timing load (effect of content and DNS cache)

44



Combined techniques + AdTech
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Based on these we can build various composed techniques:
Tracking pixels (cookie + requests)

embedding a pixel is just an easy way to get a third-party load
Evercookies (persistent cookies using fingerprinting)

46



Tracking pixels
● 1x1 invisible (transparent or hidden) images
● Sends URL query parameters, referrer

Can set/read 3P cookies, read user agent
● Can be also set from JS (full tracking SDK) = 1P:

can read DOM, track user actions, access APIs

<script>
  var img = new Image();
  img.src = "https://tracker.com/track?uid=xyz&event=pageview";
  document.body.appendChild(img);
</script>

● Can be set in an <iframe> = 3P

47



Evercookies
JavaScript library (SDK) combining tracking 
mechanisms to respawn cookies

https://github.com/samyk/evercookie

48
[1] Acar, Gunes, et al. "The web never forgets: Persistent tracking mechanisms in the wild." Proceedings of the 2014 ACM SIGSAC conference on computer and communications security. 2014.

“We detected respawning by Flash cookies on 10 of the 200 
most popular sites and found 33 different Flash cookies were 
used to respawn over 175 HTTP cookies on 107 of the top 
10,000 sites. We also uncovered a new Evercookie vector, 
IndexedDB that had not been reported before” [1]

https://github.com/samyk/evercookie


Marketing industry

49
https://chiefmartec.com



Advertising: Real-time bidding

50
Ou, W., Chen, B., Dai, X., Zhang, W., Liu, W., Tang, R., & Yu, Y. (2023). A survey on bid optimization in real-time bidding display advertising. ACM Transactions on Knowledge Discovery from Data, 18(3), 1-31.

Example comp: Criteo (top 28 list) 2 protocols: OpenRTB by IAB, RTB by Google Quantcast (list of top 10) Indiv. brands or ad agencies

Active per load: 3 (e.g.,text, image, and video ads) 6 (e.g., 3 text, 1 image, 1 video ads) 100s 1000s

Pool size: <878 - <878 106-7

Publisher Supply-side 
platform

'Data enrichment': 
matching publishers data 
with long-term tracking 
and inferred data (eg, 
demographics)

Demand-side 
platform Advertiser

Data-management platform
or Customer data platform

Ad exchange

Ex: Adobe Real-Time CDP (list 7)
Active per load: ???
Pool: <878

https://www.adpushup.com/blog/top-supply-side-platforms/
https://www.playwire.com/blog/top-dsps
https://www.monetizemore.com/blog/best-data-management-platforms/


Are targetted ads worth?

51
Johnson, Shriver, & Du (2020): 52% price drop for opt-out users



Countermeasures

52



Outline slide: Countermeasures
● Browser

○ Chrome Privacy Sandbox
○ Firefox Enhanced Tracking Protection, Total Cookie Protection
○ Safari Intelligent Tracking Prevention
○ Brave

● Extensions
○ Ad blockers
○ Privacy extensions (Ghostery, Privacy Badger, CookieBlock)

● Network level blocking
○ Pi-hole, VPNs

Website breakage - tradeoffs
How are technologies useful for tracking necessary for authentication, etc.?

53



Voluntary defense
● Platform for website privacy preferences (P3P) [1]

○ User privacy preferences communicated in request headers to servers
○ Proposed in 2002, standardized by W3C, Google and Facebook bypassed it, 2016 discontinued

● Do Not Track (DNT)
○ Binary header field "I do not wish to be tracked"
○ 2012-2019/2025

● Global Privacy Control
○ "Do not sell my data"
○ Mandated by California's CCPA and CPRA and more US states

54
[1] Cranor, L. F. (2004). P3P: Making privacy policies more useful. IEEE Security & Privacy, 1(6), 50-55.



Browser extensions
Ad blockers   and privacy extensions

55
Logos by uBlock Origin, Ghostery, Privacy Badger, AdGuard, and AdblockPlus

● Crowd-sourced block lists
○ Advertisement (EasyList)
○ Privacy (EasyPrivacy, AdGuard)
○ Annoyances (EasyCookie)
○ Security filters (malware, intrusion)

● ML-based methods:
○ ML suits well the task and often achieves comparable privacy-utility trade offs
○ Issues with adversarial ML methods



Browser extensions

56
Iqbal, U., Wolfe, C., Nguyen, C., Englehardt, S., & Shafiq, Z. (2022). Khaleesi: Breaker of advertising and tracking request chains. In 31st USENIX Security Symposium.



Browser built-in defenses
● Browsers are primary privacy defense points

○ Tor Browser
○ Brave: Brave Shields
○ DuckDuckGo Browser: App Tracking Protection
○ Firefox: Enhanced Tracking Protection, Total Cookie Protection
○ Safari: Intelligent Tracking Prevention
○ Edge: Tracking Prevention
○ What about Chrome?

57
By Statcounter - https://gs.statcounter.com/browser-market-share#monthly-202504-202504-bar, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=163203804
Logos by Google

DoubleClick

https://commons.wikimedia.org/w/index.php?curid=163203804


Defense: Third-party cookies discontinuation

58

See latest browser measures against tracking at: https://www.cookiestatus.com/

❌ ❌ ❌ ❌

https://www.cookiestatus.com/


Defense: Third-party cookies discontinuation
Third parties loose the simplest method for collecting our histories
Single-Sign Ons might potentially break (they can still work using redirect params)

59
https://blog.mozilla.org/security/2021/02/23/total-cookie-protection/



Counter defense: CNAME cloaking
● Allows third parties setting first-party cookie

○ Not as invasive as third-party cookies (lack of connection between visits of different first parties)

60[1] Dimova, Y., Acar, G., Olejnik, L., Joosen, W., & Van Goethem, T. (2021). The CNAME of the Game: Large-scale Analysis of DNS-based Tracking Evasion. Proceedings on PETS.
[2] Dao, H., & Fukuda, K. (2020). Characterizing CNAME Cloaking-based Tracking on the Web. In TMA.
[3] https://unit42.paloaltonetworks.com/cname-cloaking/

GET https://karelkubicek.github.io/

GET https://tracker.karelkubicek.github.io/

DNS
GET https://karelkubicek.github.io/

GET https://tracker.com/

“We perform a historical analysis to study the ecosystem, and find that this form of 
first-party tracking is becoming increasingly popular and is often used to complement 
third-party tracking.” [1]

“The cloaked subdomains have CNAME records pointing to domains belonging to 32 
organizations, which are largely focused on analysis for advertising or marketing 
purposes” [3]



Chrome Privacy Sandbox 
● FLoC
● Topics API
● FLEDGE
● Attribution Reporting API
● Privacy Budget

61
https://privacysandbox.com/



Chrome FLoC (Federated Learning of Cohorts)
● First Google's attempt for advertising in post-3P-cookies world
● "Private targeted advertisement"
● Cluster users by browsing history fingerprints (using Locality sensitive hashing)

○ Fingerprints computed locally, clusters globally by "trusted party" (=Google)
○ Clusters of k users (to provide k-anonymity)
○ Cluster ID shared to advertiser instead of user ID

62
Turati, F., Kubicek, K., Cotrini, C., & Basin, D. Locality-Sensitive Hashing Does Not Guarantee Privacy! Attacks on Google’s FLoC and the MinHash Hierarchy System. PETS 2024.
Berke, A., & Calacci, D. (2022, November). Privacy limitations of interest-based advertising on the web: A post-mortem empirical analysis of Google's FLoC. In ACM CCS.

● FLoC discontinued in May 2022



Chrome Topics API
● Google's second attempt for post-3P-cookies 

"private targeted advertising"
● Input: browsing history
● Local computation: histogram of topics
● Advertiser gets:

○ Randomly selected of the top 5 topics
○ Or random topic in 5% of cases ("DP")

● Privacy-wise wins over FLoC
○ Still increase browser FP surface

63
https://arstechnica.com/gadgets/2023/09/googles-widely-opposed-ad-platform-the-privacy-sandbox-launches-in-chrome/
https://privacysandbox.google.com/private-advertising/topics?hl=en



Chrome FLEDGE
● Alternative to real-time bidding
● Auction runs on client side, using Topics API input
● Check "Interest groups" storage in Chrome
● Can advertisers and publishers trust it?

○ Publisher want to collect attribution, may limit inappropriate ads
○ Advertisers do not want to pay for ads that are not viewed/clicked
○ Uses trusted execution environments (TEEs)

● Attribution Reporting API
○ Results of client-side advertisement FLEDGE+Topics API
○ Attributions are key to measure advertising performance: clicks and views
○ Attributions were typically measured using third-party cookies

64
https://privacysandbox.google.com/blog/fledge-service-overview#key-value-service and https://privacysandbox.google.com/private-advertising/attribution-reporting?hl=en 

https://privacysandbox.google.com/blog/fledge-service-overview#key-value-service
https://privacysandbox.google.com/private-advertising/attribution-reporting?hl=en


Chrome Privacy Budget
● Idea to limit browser fingerprinting
● Measure information leakage of JS calls

65

○ E.g., screen resolution request→4.4 bits
● Website has budget of X bits (X=20)

○ After budget is empty, calls are blocked or get 
random response

● Likely won't be used in practice 😔



Brave Shields
● Ad and tracker blocking: EasyList, EasyPrivacy, and Disconnect.me lists
● Fingerprinting protection modes:

○ Standard: using list of known FP scripts
○ Aggressive: blocks or spoofs high-entropy attributes (e.g., canvas, audio, WebGL)

● Storage partitioning

66



Firefox Enhanced Tracking Protection
● Tracker blocking: Disconnect.me list
● Fingerprinting protection using list of known FP scripts
● Storage partitioning (Total Cookie Protection) + shorter expiry
● SmartBlock: substitutes tracking scripts to stop tracking without breakage
● Requests: limits CNAME cloaking and DNS prefetching

67



Safari Intelligent Tracking Protection
● Tracker blocking: on-device ML to recognize cross-site trackers
● Randomizes fingerprintable values
● Block 3P cookies, partition storage, 7-days or 24-hours expiry
● SmartBlock: substitutes tracking scripts to stop tracking without breakage
● Requests: limits CNAME cloaking and request bouncing

68



Tor Browser
● IP address hidden by Tor network
● All Tor Browsers look same→limits FP
● Limited JavaScript and browser storages

○ According to settings
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Browser comparison
https://privacytests.org/

Note the lack of extension evaluation
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Network-level filtering
Enforce blocklist at DNS level

● Pi-hole
● NextDNS
● Privacy VPN providers (e.g., Mullvad)

Issues:

● Website breakage (coarse-grained blocking)
● Added costs (Pi-hole) or trust in third party (NextDNS)

Advantages:

● Works on any device
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Regulations
Lecture next week

My opinion:
Tracking is inherent feature 
of online technologies 
(think of TCP/IP), regulation 
has power to bring privacy to 
masses.

But so far we have good 
laws (GDPR), but weak 
enforcement.
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Outside of web
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Phones
● SDKs provide central tracking API

○ iOS option to opt-out
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https://support.apple.com/en-us/102420

○ Android has no such choice, 
Defense are custom ROMs:

■ GrapheneOS - blocks all Google services
+ security hardening

■ CalyxOS - spoof or fake data to Google
(less private than GrapheneOS)

■ /e/OS Fairphone and many others
(less private than CalyxOS)

● Sensors provide even more risks: 
https://sensor-js.xyz/ 

https://sensor-js.xyz/


Phone to PC syncing
● Email addresses and phone numbers as universal identifiers across devices
● QR codes (tracking redirects)

○ Potentially can be dynamically generated to connect scanned and scanning devices
● Cross-device tracking
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Smart TV
● TV prices covered by 

ads [2]
● Apps live from tracking
● Lack of defense 

ecosystem (Pi-hole)
● Samsung listening to 

conversations [3]

76[1] Varmarken, J., Le, H., Shuba, A., Markopoulou, A., & Shafiq, Z. (2020). The TV is smart and full of trackers: Measuring smart TV advertising and tracking. In PETS 2020.
[2] https://tech.yahoo.com/general/articles/wondering-why-smart-tv-many-122329643.html
[3] https://www.bbc.com/news/technology-31296188 

https://tech.yahoo.com/general/articles/wondering-why-smart-tv-many-122329643.html
https://www.bbc.com/news/technology-31296188


Internet of Things
● Majority of products come from China

○ Risks of spying on users to industrial espionage
● A Roomba recorded a woman on the toilet. How did screenshots end up on 

Facebook?
● Somebody’s Watching: Hackers Breach Ring Home Security Cameras
● German parents told to destroy doll that can spy on children
● Millions of Web Camera and Baby Monitor Feeds Are Exposed

Typically even worse protection and awareness than in the case of SmartTVs [1]
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Koohang, A., Sargent, C. S., Nord, J. H., & Paliszkiewicz, J. (2022). Internet of Things (IoT): From awareness to continued use. International Journal of Information Management.

https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-data-privacy/
https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-data-privacy/
https://www.nytimes.com/2019/12/15/us/Hacked-ring-home-security-cameras.html
https://www.theguardian.com/world/2017/feb/17/german-parents-told-to-destroy-my-friend-cayla-doll-spy-on-children
https://www.wired.com/story/kalay-iot-bug-video-feeds/


Closing notes
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Conclusion
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● Online tracking is the oil of $200B marketing industry
○ They know too much about us and do not want to forget it
○ It is not difficult to buy the data

● Stateful and stateless tracking techniques:
○ (Third-party) Cookies and other various storages
○ Browser fingerprinting, user input sniffing

● PETs exist, but are not enough widespread, either due to:
○ Usability trade-offs (web breakage) or simply because AdTech fights them

● Out of web, the situation is typically worse
○ Interpreted nature of web technologies makes it easier to inspect
○ In mobile, tracking is built in the API

● Technologies are inherently trackable, solution is (in my opinion) regulation



Backup slides
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About me (for real)
● PhD from ETH Zurich on web tracking compliance

○ Cookies
○ Emails
○ New tracking technologies

● Privacy job market is difficult:
○ Public sector (PhD ⊳ postdoc ⊳ professor), regulatory positions (limited in CH)
○ Industry is more interested in tracking than protecting users, exceptions:

Private search engines: DuckDuckGo, Startpage, Ecosia
Private browsers: Brave, Mozilla, Safari
VPN: Proton, Mullvad
Startups: crawling startups (VaultJS, webXray, etc.), Differential privacy (Tumult Labs)
Big tech: no power to change their business model
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Demo websites
● Mouse and form tracking: https://capturly.com/features/session-replay/demo
● Fingerprinting: https://coveryourtracks.eff.org
● No cookies/IP/fingerprinting tracking: 

https://potatocrunchcereal.com/cookielesscookies/ 
●
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Scanning tools
Websites:

  https://themarkup.org/blacklight

  https://baycloud.com

Extensions:

  https://disconnect.me/disconnect

  https://addons.mozilla.org/en-US/firefox/addon/lightbeam-chikl/

83

https://themarkup.org/blacklight
https://baycloud.com
https://disconnect.me/disconnect
https://addons.mozilla.org/en-US/firefox/addon/lightbeam-chikl/


Browser policies
● Permissions for various sensors
● Access control on execution scopes

○ First vs third party: 
<script src="tracker.com"> is executed as first party
<iframe src="tracker.com"> is executed as third party

○
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Image sources:
The Noun Project: Computer by ratubilqis1986 from Noun Project (CC BY 3.0); Server by Ricons from Noun Project (CC BY 3.0)
Other images cited directly in the slides
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